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https:iwww_hhs. hipaalfor-prefessionals/ d-entities/index.html|

Individuals, organizations, and agencies that meet the definition of a covered entity under HIPAA must comply with the Rules' requirements to protect the privacy and security of health information and

must provide individuals with certain rights with respect to their health information

A Covered Entity is one of the following:
+  AHealth Care Provider
s AHealth Plan
* AHealth Care Clearinghouse

Health Care Provider +
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January 15 HHS Office for Civil Rights Settles HIPAA Ransomware Cybersecurity Investigation for $10,000

January 7 HHS Office for Civil Rights Settles 9th Ransomware Investigation with Virtual Private Network Solutions

January 7 HHS Office for Civil Rights Settles 8th R e In with Elgon 1 Systems

January 14 HHS Office for Civil Rights Settles HIPAA Phishing Cybersecurity Investigation with Solara Medical Supplies, LLC for $3,000,000

January 8 HHS Office for Civil Rights Settles HIPAA Security Rule Investigation with USR Holdings, LLC Concerning the Deletion of Electronic Protected Health Information

2024

2023

2022

2021

HIPAA

Playbook HIPAA Policy Templates

HIPAA Privacy ~

HIPAA Security ~
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Two locks are better than one

What is in our Cybersecurity Toolkit?

Have you heard about tracking electronic health records?
Your healthcare facility'’s name is not a password

How to stay in the Cyber safety zone?

Software updates provide security protection

Medical practitioners cyber care is patient care

HHS Training & Resources

~
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HIPAA Paosters HHS Training & Resources

https://www.hhs.gov/hipaa/for-professionals/training/index. html

The HIPAA Rules are flexible and scalable to accommodate the enormous range in

types and sizes of entities that must comply with them. This means that there is no

single standardized program that could appropriately train employees of all entities.

Health IT.gov's Guide to Privacy and Security of Electronic Health Information provides

a beginners overview of what the HIPAA Rules require, and the page has links to

security training games, risk assessment tools, and other aids.

HIPAA

Play/book Training Resources

HIPAA Certification Training

CH Certified HIPAA
Professional

HIPAA Academy

NIST References

NIST SP 800-52
NIST SP 800-77
NIST SP 800-88
NIST SP 800-111
NIST SP 800-113
FIPS PUB 140-2

NIST HIPAA Security Rule Toolkit Application

Cyber Certification Training

IC/C[S/N]

Certified Cyber Security Architect

End-User HIPAA Training

CSCsS

CERTIFIED SECURITY
COMPLIANCE SPECIALIST

End-User |

Online Training

HIPAA and Information

Security

o HHS: Rensomware and the HIPAA Security

Rule
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